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1. Purpose. To issue uniform standards for physical security

and | oss prevention neasures to safeguard personnel, property,
and material at the Naval School of Health Sciences (NSHS),
Bet hesda, as required by references (a) through (c).

2. Cancel | ati on. NSHSBETHI NST 5530. 13

3. Applicability. This directive is applicable to the Naval
School of Health Sciences, Bethesda, Maryl and.

4 Di scussi on. Security is the direct, imediate and nora
responsibility of all mlitary and civilian personnel assigned to
NSHS Bet hesda. An effective physical security program depends on
command invol venent, an accurate assessnment of the command
security posture, and the availability of security resources.

5. Policy. Ref erence (b) tasks NSHS with the responsibility of

all aspects of security regarding the area and material assigned
to the command and establishing internal security procedures to
acconplish this task. Encl osure (1) outlines physical security
and | oss prevention responsibilities at NSHS.

6. Acti on

a. The Commanding O ficer is responsible for physica
security and | oss prevention at NSHS.

b The Security Manager is the designated representative of

the Commanding O ficer responsible for planning, |nplementing,
enforcing, and supervising the physical security and |oss
preventi on program at NSHS. The Security Manager w Il designate

a Security Oficer to assist in determning the adequacy of the
command' s Physical Security and Loss Prevention Program by
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identifying those areas in which inproved physical security and
| oss prevention measures are required.

c. The Physical Security Review Committee (PSRC) is
responsi bl e for advising and assisting the Commanding O ficer in
applying the standards of, and inplenmenting the program for,
physi cal security and |oss prevention.

D 4 Wydoop
D. A WYNKOOP

Di stribution:
List Il
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ANNEX A
I NTRODUCTI ON

Ref:  (a) NSHSBETHI NST 5239.1B
(b) NSHSBETHI NST 4235.2D

1 Site and Facility Description. NSHS is a tenant command of
the National Naval Medical Center (NNMO). NSHS facilities

i nclude Building 141, and spaces located in Buildings 1, 4-6, 54
and 5-7.

2 Pur pose. To establish policy and standardize requirenents
for physical security and |oss prevention at this command. Thi s
manual :

a. Est abl i shes uniform m ni rum physical security and |oss
prevention standards.

b Provi des gui dance for evaluating, planning, and
i mpl ementing this command's Physical Security and Loss Prevention
Pr ogram

c. Provides a basis for determ ning cost effective physical
security neasures/upgrades through standardized practices.

3. Scope. This manual covers responsibilities for physical
security and | oss prevention. It classifies various security
hazards, details protective nmeasures and managenent actions which
must be enployed to provide an acceptabl e physical security
posture, and sets mninmum physical security standards.

4. Securitv Responsibilities.

a. The Commanding O ficer is responsible for the physical
security of the command, appointing a Security Manager, and
establishing and maintaining a physical security and |oss
preventi on program The Commanding O ficer will provide
sufficient resources, staff assistance and authority to the
Security Manager to inplenent, manage, and execute an effective
physi cal security and |oss prevention program

b The Operating Managenent Departmnent provides physical
security, maintains good order and discipline within the comrand,
and coordi nates appropriate |law enforcenent activities with the
NNMC Public Safety Departnent, Naval Crimnal Investigative
Service (NCIS) and local |aw enforcenent agencies. Physi cal
security responsibilities will be organized as foll ows:

(1) The Security Manager is the Comanding O ficer's
advi sor and direct representative in matters pertaining to the
security of classified material. The Security Oficer supports
the Security Manager in protecting classified material.




NSHSBETHI NST 5530.1F

(2) The Security Oficer will be designated in witing by
t he Commandi ng O ficer. The Security Oficer will report to the
Security Manager all matters pertaining to physical security, |aw
enforcement, and anti-terrorism posture of the comand. The
Security Oficer will be trained, qualified, and of the grade or
rank as set forth in reference (a) of this instruction.

(3) The Chief Master-At-Arms (CMAA) is responsible for
all command security and |aw enforcenent functions including |oss
prevention, visitor processing, parking permt issuance, and
Investigating all cases not under the jurisdiction of NC S
I nvestigative findings shall be forwarded to the conmand Legal
Oficer for review

(4) The Collateral Duty Master-At-Arms will assist the
CVAA in the performance of duties as required.

5. Phvsical Security Survey. The NSHS Security Manager wl |
conduct an annual physical security survey using reference (a).

6. Federal Information Processing (FIP) Resources Security Plan.
The NSHS Federal Tnformation Processing Security Plan provides
gui dance and procedures to ensure that all networks andconputers
at this command are nmaintai ned and adequately protected. Use of
personal FIP equi pnent shall conmply with guidelines set forth in
reference (a) of this Annex.

7 Material Control. Command personnel requiring the use and
transport of government property off the NNMC complex wll be

required to obtain a property pass from the Equi prment Manager

following the guidelines established in reference (b) of this

Annex.

8. Safeguarding of Private Property. Use of personal property
at NSHS is strongly discouraged: Al private property brought
into the command nust be marked with identifying information to
det erm ne owner shi p. The owner should keep a copy of this
information in a safe place.

9 Security Forces. NSHS does not maintain a security force.
When needed, assistance is provided by the NNMC Public Safety
Departnent, Security D vision. NSHS Auxiliary (ASF) Security
Force personnel augnment the NNMC Public Safety Department,
Security Division when requested.

10. Securitv Education and Trai ning.

a. Training shall be acconplished by the Security Oficer in
connection with the command training plan. It shall include the
follow ng topics:

(1) Pertinent aspects of reporting mssing, lost or

stol en equi pnment; reporting msuse or msappropriation of
governnment property and services; and proper utilization of the

A-2
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property pass system
(2) The Crime Prevention Program
(3) Counterintelligence and terrorist awareness.
(4) Bomb threat.

b The Command Training O ficer shall assist the Security
Oficer in the devel opnent of the training syllabus and schedul es
and maintain records of personnel who have received training.

11. Personnel Identification. The identification badge system

shall be inplenented for staff and students at this command. The
NSHS Operating Managenment Departnent shall ensure that:

a. Al conmand personnel, staff and students, obtain proper
identification badges from NNMC Public Safety Departnent, Pass
and 1D Section.

b. Badges are worn conspicuously on the person

c. Contractors and naintenance personnel obtain appropriate
identification badges from NNMC Public Safety Departnent, Pass
and I D Section.

12. Vehicle Control and Registration. Conmand personnel who
operate a notor vehicle on board the NNMC conplex are required to
register their vehicle(s) with the NNMC Public Safety Departnent,
Pass and | D Secti on. When authorized to park in a permt parking
| ot, personnel are required to obtain the appropriate sticker

Base Security and NSHS MAA staff wll issue designated | ot
stickers to staff personnel as appropriate.

13. Definitions. Terns used throughout this manual are defined
in Appendix 1 of this Annex.
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APPENDI X 1, ANNEX A
DEFI NI TI ONS

1. Anti-terrorism Def ensi ve neasures used by Departnent of the
Navy to reduce the vulnerability of individuals and property to
terrorist acts, to include limted response and contai nnent by
local mlitary forces.

2 Capabi lity. Applies when a terrorist group has the ability
to carry out an operation against U S. interests in areas of
concern. This includes resources such as intelligence, nobility,
personnel, etc.

3. Coml.ex. A grouping of facilities, located in the sane
vicinity, which supports particular functions. Installati ons may
be el enents of a base.

4 Counterterrorism O fensive neasures taken to prevent,
deter, and respond to terrorism

5 Espi onage. Acts directed toward the acquisition of
information through clandestine operations.

6. Existence. Applies when a terrorist group is present in an
area of concern. G oup need not have posed a threat to U S. or
DOD interest in the past.

T Hi story. Applies when a group's history of terrorist acts
and behavior reflect an anti-U S. stand or include previous
attacks against U S. interest.

8 Physi cal Security. That part of security concerned with
physi cal neasures designed to safeguard personnel, prevent

unaut hori zed access to equipnent, facilities, material, conputer
medi a, and docunents, and to safeguard them agai nst espi onage,
sabot age, danmage, and theft.

9 Physical Security Inspection. An exam nation of the physical
security and lToss prevention progranms of an activity to determ ne
conpliance with physical security policy. A representative of an
i medi ate superior in command normally conducts physical security
i nspecti ons. Foll ow-up action to correct noted deficiencies is
required.

10 Physical Security Survey. A specific on-site

exam nation/eval uati on of physical security and |oss prevention
prograns of an activity by the security officer to deternmine the
activity's vulnerabilities and conpliance with physical security
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pol i ci es. Survey results are not normally dissemnated up the
chai n of conmand. They are used primarily as a managenent too
by the surveyed command.

11 Property. All assets including real property; facilities;
funds and negotiable instrunents; tools and equipnent; nmaterial
and supplies; conputer hardware and software; and information in
the form of docunments and other nedia, whether, categorized as
routine or special, unclassified or classified, non-sensitive or
sensitive, «critical, valuable or precious.

12 Sabot age. An act or acts with intent to injure, interfere
with or obstruct the national defense of a country by wllfully
injuring or destroying, or attenpting or injure or destroy, any
national defense material, premses or utilities, to include

human and natural resources. Not e: Duri ng peaceti ne,
destruction of government property, especially by U S mlitary
personnel, is normally investigated by the NCIS as an act of

wongful destruction vice sabotage.

a. Count er sabot age Methods. As a mni num neasure, assigned
personnel should be nade aware of the nature of the threat posed
by anti-mlitary individuals and groups. Active liaison with
NCIS is a magjor factor in obtaining such information at the |oca
| evel .

13 Tar geti ng. Applies if there are known plans or confirned
intentions of a terrorist group to target U S. or DOD interests.
Targeting can be either specific or non-specific. If targeting

is not against U S. or DOD interest, this factor should not be
consi der ed.

14 Terrorism The cal cul ated use of violence or threat of
violence to Inculcate fear; intended to coerce or to intimdate
governnents or societies in the pursuit of goals that are
generally political, religious, or ideological

a.  Anti-terrorism O ganization. The nost cost effective,
broadly based nethod of organizing an anti-terrorism effort is to
integrate it as nmuch as possible with crisis managenent
procedures set up to prevent, control, or contain other natura
and man-made cri ses. Essentially, specific anti-terrorism
pl anni ng involves two defenses to be established in an effort to
prevent terrorist acts.

\

b. Terrorist Methods

(1) Bonbs. The bonb(s) used nmay be of any degree of
sophi stication and nay be placed to destroy equi pnent, cause
fires, create casualties, etc. Dependi ng on the bonb(s) size and
pl acement, the inpact may range from mnor to major crisis.

A-5
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(2) Arned Attack. An armed assault, wusually with one or
nore diversionary actions, carried out by small groups against
key personnel or critical assets at the conmand with the
obj ective of causing disruption of mission activities and
creating adverse publicity. Hostage taking is not a usual tactic
in this type of terrorist action unless the attackers are
prevented from escaping.

(3) Hostage Situations. A terrorist group may undertake
the seizure of specific hostage(s) for ransom nedia attention
coercion or political bargaining purposes. An armed attack may
be used to seize critical assets (ship, subnmarine, aircraft,
etc.) when personnel are present in order to use the asset and
personnel as |everage to bargain for publicity and politica
advant age. This type of crisis incident could rapidly escalate
to include government crisis nanagenent overview at the highest
| evel s. In the event of a hostage situation at this Command,
NNMC Public Safety and NCIS will be notified imediately. The
Commanding O ficer will take charge of the situation until the
arrival of an NC S agent. -

(4) Sabot age. Terrorist groups may engage in the use of
various sabotage nethods in order to harass and denoralize
security forces.

15. Trends. Applies if the group has, over the past year,

di spl ayed significant terrorist activity that appears to be
continuing or increasing. Activity need not have been viol ent,
i.e., terrorist attack against U S. or DOD interest could be
rhetorical or threatening utterances or statements. This factor
could be flexible depending on the length of the group's activity
cycl e.

16. THREAT TYPES. The followi ng categories of threats are
established to describe variousindividuals or groups against
whi ch adequate security countermnmeasures are needed:

a. Threat Type ONE One or nore outsiders (nongovernnent
persons) who seek access to the NNMC conplex to perform an
unaut hori zed act (i.e. vandalism theft, etc.).

b Threat Type TWO  An individual or group, authorized
access to the NNMC conpl ex seeking to steal/renove an item of
government property from the installation

c. Threat Type THREE: A disgruntled enployee seeking to
perform an act of sabotage/data tanpering/wongful destruction or
ot herwi se destroy governnent property or inpair mssion
acconpl i shnent.




NSHSBETHI NST 5530.1F

d. Threat Type FOUR  An individual or group seeking to nake
a political statenment (anti-mlitary, anti-defense, anti-nuclear,
etc.), wusually nonviolent in nature, and enbarrass the mlitary
service by causing adverse publicity.

e. Threat Type FIVE: An individual, terrorist in philosophy
and action, seeking access to the NNMC conplex to commt an act
of violence (sabotage, bonbing, hostage abduction, mnurder, arson
or theft of sensitive matter including conventional arns,
amuni tion and expl osives, etc.).

17 THREAT CONDI TI ONS

a. THREAT CONDI Tl ON ALPHA ( THREATCON ALPHA): Thi s
condition applies when there is a general threat of possible
terrorist activity against installations and personnel. The
nature and extent are unpredictable when the circunstances do not
justify full inplenmentation of the measures of threat condition
BRAVO. It may be necessary to inplenent certain selected
nmeasures from threat condition BRAVO as a result of intelligence
received or as a deterrent. The neasures taken should not be
provocative nor cause public speculation and nust be capable of
bei ng maintained indefinitely.

b THREAT CONDI TI ON BRAVO ( THREATCON BRAVO):  This
condition applies when an increased and nore predictable threat
of terrorist activity exists. The neasures in this threat
condition nust be capable of being naintained for weeks, causing
undue hardship, wthout affecting operational capability, and
wi t hout aggravating relations with local authorities.

c. THREAT CONDI TION CHARLI E ( THREATCON CHARLIE): Thi s
condition applies when an incident occurs or when intelligence is
received indicating that some form of terrorist action against

the command and personnel is immnent. I mpl erentations of this
nmeasure for nore than a short period will probably create
hardship and will affect the peacetinme activities of the conmand

and its personnel.

d THREAT CONDI TI ON DELTA ( THREATCON DELTA): Thi s
condition applies in the inmediate area where a terrorist attack
has occurred or when intelligence has been received that
terrorist action against a specific location is likely.

Normal ly, this threatcon is declared as a |ocalized warning.

18. Mssing, Lost, Stolen, Recovered (ML-S-R Property

a. Mssing (M. A mssing itemis one that is not inits
proper location and cannot be readily accounted for.

b Lost (L). A lost itemis one that cannot be accounted
for after thorough investigation of the circunstances.

A7
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c. Stolen (S). A stolen itemis one that is either mssing

e. ML-S-R Reportable Loss/Gin. Any mssing, lost, stolen
or recovered govewhmeht meetpertthye, sens.
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ANNEX B
COWM TTEES, SUBCOW TTEES AND BQARDS

1 The Physical Securitv Review Conmttee (PSRC . The primry
obj ectives of the o provide command enphasis for the
protection of resources, advi se and assist the Commandi ng
Oficer in applyinprotecti on standards, and to establish viable
crime prevention and deterrent prograns.

a. The Commanding O ficer will designate in witing a PSRC




NSHSBETHI NST 5530.1F

c. Meeting and M nutes

(1) The PSRC will neet at |east quarterly.

(2) Mnutes of the neeting will be submtted to the
Commanding O ficer via the Executive Oficer and will be nade a
matter of record. Mnutes will be retained until conpletion of

t he cogni zant command inspection cycle, or three years, whichever
is greater.

(3) A copy of the mnutes will be forwarded to the
Chai rman, National Naval Medical Center (NNMC) Physical Security
Revi ew Conmittee.

2 Loss Prevention Subcommttee (LPS). The LPS is established
to enphasize the inportance of l[oss prevention to the command and
to review and define specific actions to be taken to reduce the

| oss of governnent property, identify the cause and recomend
neasures to prevent future |osses.

a. Responsi bilities

(1) The PSRC chairperson will appoint three nmenbers of
the PSRC to serve on the LPS. Command Eval uation participation
in the LPS is required.

(2) The LPS will:
(a) Meet sem annually.

(b) Ensure that an effective, operational Property
Pass System is established by the Equi pment Manager that wil
aut hori ze and track tenporary loan or relocation of conmand

property.

(c) Establish Command procedures for the tinely
review and reporting of Mssing, Lost, Stolen and Recovered
(ML-S-R) property reports.

(d) Review ML-S-R reports for cause to determne
reasons and trends, and recomrend and nonitor corrective
actions(s).

(e) ldentify and prioritize those itens that have a
degree of susceptibility to theft and pilferage, and establish
protective nmeasures designed to secure assigned property wth
enphasis on higher priority itens.

(f) ldentify and recommend | egal action to be taken

agai nst those found responsible and liable for |oss/theft of
conmand property.

B-2
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(g) Ensure that the PSRC is updated on the status of
this Commttee and any recommendations forwarded to the
Commandi ng O ficer.

(h) Ensure that an active enpl oyee |o0ss prevention
education programis in effect that will include preventing
property |osses and care and protection of resources within the
command.

b. Meeting and M nutes. Meeting sumaries will be appended
to PSRC quarterly m nutes. Records of all neetings will be
retained for three years or until the next cognizant conmmand
i nspection cycle, whichever is greater.

3. Physical Security Review Board (PSRB). The Security Manager
will be a nenber of the NNMC PSRB. The Board's goal is

coordi nation of nutually supportive physical security and | oss
prevention practices between NNMC and its tenant commands.




NSHSBETHI NST 5530.1F

ANNEX C
BU LDI NG AREA SECURI TY

1. Responsibilities

a. The Commanding O ficer is responsible for the security of
all buildings and areas under his/her operational control and
instituting internal procedures to safeguard classified materia
and governnent property against theft, fire and other hazards.

b Directors are responsible for security of the areas
within their Directorate. Directors will ensure that at the end
of each workday, personnel secure their assigned areas.

c. Duty personnel are responsible for the security of the
bui | di ng/ area after normal working hours.

d The Senior Watchbill Coordinator will ensure that the
NNMC Public Safety Department and the NNMC Conmmand Duty desk
receive a current copy of all command duty watchbills and the
Wat chst anders Recall Bill.

2. Mnimum Security Requirenents

a. Duty personnel wll conduct a building/area security
check at the end of each day to ensure that no fire hazard exists
and that upon departure, the building/area is secured.

b Personnel remaining in the building/area after duty
personnel secure and all day on weekends and holidays nust cal
the duty OOD or JOOD to ensure they are logged in and out of the
duty Log Book.

3. Unsecured Structures. Wen a structure/area is found
unsecured and unattended, the following actions will be taken

a. After normal working hours

(1) Do not enter the building. Contact the NNMC Public
Saf ety Departnent, Security Division. A security patrolman wil
conduct a building wal k-through inspection, acconpanied by the
duty person, to ensure that forced entry has not been gained. If
no forced entry, conpromse of classified material, or
m ssi ng/ damaged property is discovered, the building will be
secur ed. The CDOQ' OOD will nake appropriate log entries
surroundi ng the incident and report to the CO/XO the next working
day.
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(2) Incidents involving forced entry, damage/theft of
property, Of the conprom se of classified material wll
I mMmedi ately be reported by NNMC Security Representative who wll
conplete an OPNAV 5527/1, Incident/Conplaint Report. The CDQ OCD
shall report facts surrounding the incident to the CO/XO/DFA.

(3) Notify the NSHS Security Division, the next working
day follow ng the incident. The Security Division will contact
the NNMC Public Safety Departnent, Investigations Division, for a
courtesy copy (OPNAV 5527/1) and status of the prelimnary
report. Upon conmpletion of the final action, a copy of the
report will be forwarded to this command for retention and/or
final action.

h. During normal working hours, incidents involving forced
entry, damage/theft of property, or the conprom se of classified
material will be reported imediately to the Security Manager/
Security Oficer/MAA staff.

4 Restricted Areas. A restricted area is designated to all ow
the enpl oynment of special security neasures to prevent

unaut horized entry to areas containing priority resources.
Speci al enphasis is placed on entry and circulation control

Points of ingress and egress of restricted areas will be posted
with warning signs as required by paragraph 0307 of reference (a)
in this instruction. Entry into these areas will be restricted

to personnel with an operational requirenment or by specific

perm ssion as granted by the Commanding O ficer or Director.
Appendix 1 of this Annex identifies the mninumsecurity measures
required for restricted areas. The command does not have any
area designated as Restricted Areas.

5. Securitv Inspection of Areas

a. A representative of each Directorate will conduct
periodic inspections of assigned areas to ensure physica
security standards are maintained. These inspections shall

i nclude a physical assessnent of designed areas (to include
w ndows, doors, vents, |ocks etc.).

b Di screpancies will be corrected at the Directorate |evel
or be'reported to the Security Oficer by nmenorandum The
menorandum wi I | include recommendations for corrective action

and/or identify desired physical security enhancenent neasures
for subsequent eval uation.

c. The periodic inspection is a supplenental, interna

security inspection and does not negate required physica
security inspections.

c-2
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6 Security Lighting. Protective lighting provides a neans of
continuing a degree of security approaching, that, which is

mai nt ai ned during daylight hours. It increases the effectiveness
of security patrols performing their duties and has considerable
value as a deterrent to thieves and vandal s. Buildings will be
lighted to conform to the standards established in reference (a),
Chapter 7, of this instruction.

a. At a mnimum the exterior doors to building 141 wll be:

(1) Provided with lighting to enable the security force
to observe an intruder seeking access.

(2) Checked daily by the Junior Oficer of the Day to
ensure all light fixtures are operational.

(a) Inoperative lights will be recorded and referred
to the Head, Operating Managenent Departnent via the Security
Oficer.

(b) The Head, Operating Managenent Departnent will
ensure that all reports of inoperative protective lights are
given inmedi ate attention and that corrective actions are taken.

b The NNMC Public Safety Departnment is responsible for the
dail y' checks of protective lighting in Building 1 areas.
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APPENDI X 1, ANNEX C
M N MM SECURI TY MEASURES FOR NSHS RESTRI CTED AREAS

1. Level Three (Fornerly Exclusion Area). The nost secure type
of restricted area. The nost appropriate application is to
situations where access into restricted area constitutes, or is
considered to constitute, actual access to what is being

pr ot ect ed. NO | evel three areas designated.

2 Level Two (Fornerly Limted Area). The second nobst secure
type of restricted area. The nost appropriate application is to
situations where uncontrolled entry into the area, or unescorted
novement within the area could pernmt access to what is being

pr ot ect ed. No | evel two areas designated.

3. Level One (Fornerly Controlled Area). The | east secure type
of restricted area. It contains a security interest, which if
lost, stolen, conprom sed, or sabotaged would cause danage to
the command mi ssion or national security. It may al so serve as
a buffer zone for level three and level two restricted areas.
Listed below are the mninmm security neasures that are required
for a level one restricted area:

a. Sign nust be posted on the perineter wall at the point
of ingress.

b. Use of a personnel identification and control system

c. Controlled adm ssion of individuals who require access
for reasons of enploynment or official business, individuals who
render a service (vendors, delivery personnel), and unofficial
visitors (guests). I ndi vidual s without adequate identification
as determ ned by the Conmanding Oficer mnmust be |logged in and
out .

c-4




NSHSBETHI NST 5530.1F

ANNEX D
KEY AND LOCK CONTROL PROGRAM

Ref : (a) NNMCI NST 5530.2A

1. Purpose. To establish policy and procedures concerning the
security, custody, issuance% inventory and nanufacture of keys
to spaces under the control of NSHS.

2. Respongibilities.

a. Commanding O ficer will appoint in witing the NSHS
Security Oficer as the conmand Key Control O ficer

b Security Oficer. The NSHS Security Oficer is
designated as the Key Control Oficer and is responsible for the
managenent of the Key and Lock Control Program The Key Control
Oficer reports to the Commanding Oficer on all matters
pertaining to the Key and Lock Control Program Specific
responsi bilities include:

(1) Develop and maintain a conprehensive key and | ock
control program

(2) Advise the Commranding O ficer and key control
custodians on all matters relating to Key and Lock Contro
Program changes.

(3) Ensure that all key control custodians conduct key
and lock control inventories at |east quarterly. The record of
quarterly inventories wll be retained for three years or
conpletion of the next inspection cycle, whichever is greater

(4) Conduct an annual inventory (January) of all keys and
mai ntain appropriate |ogs and records. Consolidate the results
of the key control inventories and submit results to the
Conmandi ng O ficer.

(5) Approve/di sapprove all requests for keys, key storage
contai ners and key rings.

(6) Ensure all key and lock control systens are correctly
installed and in working condition.

(7) Ensure proper investigations are conducted into the
|l oss, theft, or damage of keys and/or |ocks within the key and
l ock control system

(8) Provide the NNMC Key Control Oficer with a current
[ist of conmand key cust odi ans.
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c. Senior Key Custodians will be responsible to the Key
Control Oficer for all keys controlled by that functional area.
The Academic Director will appoint in witing a senior key

custodian for Building 141 and TTD respectively. Specific
responsi bilities include:

(1) Assist the Key Control Oficer in maintaining a
conprehensi ve key and | ock control program

(2) Maintain control and security of all NSHS keys using
the provisions set forth in this Annex.

(3) Maintain a key checkout |og and pernanent key
i ssuance record for audit and tracking purposes.

(4) Submt a quarterly inventory of keys issued to
custodi al and sub-custodial key |log accounts to the key contro
of ficer.

(5) Forward request(s) via menorandum for duplicate/
repl acenent keys to the Head, Operating Mnagenent Department via
the Key Control Oficer. Ensure all requests are properly
justified and authorized prior to subm ssion

d Head, Operating Managenent Departnent w Il process al
requests for keys received fromthe NSHS Key Control Oficer by
submitting a work request formto the NNMC Facilities Managenent
Departnent |ocksmith via the NNMC Key Control Oficer

e. Individual staff nenbers will be responsible for each key
i ssued until transfer, at which tinme the key(s) will be turned in
to the Key Custodian as part of the check out process. St af f
nmenbers reassigned within NSHS will surrender all previously
assigned keys to the Key Custodi an. Keys will not be |oaned to
unaut hori zed personnel .

3. DMaster Key Box

a.  WII contain at |least one key for every door lock in the
conmmand and will be maintained in accordance with this Annex.

b WIl be a GSA approved key contai ner. If a GSA approved
key container is not inmediately available, an approved
controlled substantial narcotics |ocker or a container approved
by the Key Control Oficer may be utilized.
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c. WII be secured when the custodian is not present.
Access will be limted to the custodian, sub-custodian and duty
per sonnel .

5. Rotation and Maintenance Security |ocks, padlocks and/or
| ock cores will be rotated from one location to another within
the sane |evel areas of protection in conpliance with the Host
Command Rot ati on Mai nt enance. Rotation is acconplished to guard
against the use of illegally duplicated keys and to afford the
opportunity for regular naintenance to avoid |ockouts or security
violations due to nmal function caused by dirt, corrosion and wear.

6. Key Issuance.

a. Tenporary issuance of a key for entry into a |ocked space
requires that the key be logged out and in for internal security
pur poses.

(1) Al requests for tenporary issuance of keys will be
made to the Key Custodian no later than 1200 on the day the key
is required.

(2) Duty personnel will not issue keys to anyone during
their watch unless directed to do so by the Key Control Oficer

7 .Lost or Stolen Keys. Personnel having custody of NSHS keys
will report lost or stolen keys to the Key Control Oficer
i mredi ately.

8. Manufacture of Keys. Duplicate or replacenment keys will only
be manufactured as authorized by reference (a) of this
instruction. Comrand personnel are prohibited from duplicating
any key issued to them

9. Procurenent of Tocks and Padlocks Al locks and padl ocks
used for low, nedium and high security applications will neet the
mnimum mlitary specifications for that |evel of security use.
The command Security O ficer nmust approve all security |ock and
padl ock procurenents.
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10. Combinations to Safes/Vaults Containing Public Funds  The
conbi nation of safes or other security containers used for the
purpose of storing funds, disbursing docunents, disbursing
records, or other U S. CGovernment negotiable instrunents shall be
retained by the individual responsible for their disbursenent.
This individual will not divulge the conbination of their safe to
any ot her person. When physically incapacitated and unable to
open the safe or security container, the accountable individual,
upon order from the Commanding O ficer, may divulge the
conbination to a designated alternate. PLACI NG THE CQOVBI NATI ON
IN A SEALED ENVELOPE TO BE KEPT I N THE CUSTODY OF ANY OTHER
PERSON | S PRCHI BI TED.
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ANNEX E

REPORTI NG OF M SSI NG LOST STOLEN OR RECOVERED GOVERNVENT
PROPERTY

1 Pur pose. This plan establishes policies and procedures
governing the reporting of mssing, lost, stolen or recovered
(ML-S-R) government property.

2. Responsibilities

a. | ndi vi dual . Each person is charged with the proper
saf eguardi ng of all governnent property. Any person discovering
that an item of governnent property is mssing or unaccounted for
must conplete a Voluntary Statenment Form (OPNAV 5527/2) detailing
circunstances surrounding the missing iten(s), and submt it to
the NSHS Operating Managenent Department via their Director.

b Directors. Upon notification that governnent property
under-their cognizance is mssing or unaccounted for, conplete a
Report of Survey Form (DD Form 200) and submt it to the NSHS
Equi prent Manager within three working days.

c. GChief Master at Arns. Upon receipt of an OPNAV 5527/2
will:

(1) Initiate a prelimnary investigation and determne if
the mssing item(s) are reportable under ML-S R guidelines.

(2) Report initial investigative findings to the Security
Manager NSHS.

(3) Report the Mssing, Lost Stolen, Recovered CGovernnent
Property findings to the Physical Security Review Commttee and
the Loss Prevention Subcommittee.

(4) Assign a Case Control Nunmber to the M ssing, Lost,
Stol en or Recovered CGovernnent Property Report.

d. Equi prrent Manager will:
(1) Assign ML-S-R report nunbers in accordance wth
St andard Qperating procedures, and maintain a ML-S R report
file.

(2) Submit ML-S-R nessages and Report of Survey (DD Form
200) .
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(3) Pronptly notify the Chief Master-at-Arns of ML-S-R
| osses and gains discovered by furnishing a copy of the rel evant
| oss or gain docunent.

(4) Provide the Chief Master-at-Arnms with a copy of the
DD Form 200 for ML-S-R reporting.
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APPENDIX E
BOMB THREAT PLAN

1. Purpose. To pronulgate procedures, assign responsibilities',
and define specific actions to be taken upon receipt of a bonb
threat by any activity aboard National Naval Medical Center,

Bet hesda, M.

2. Discussion
a. K1 uls. military bases and governnental agencies are
susceptible to bonb threats.

b  The state of the art-inthe area of explosive devices has
progressed to the point where many expl osive devices are highly
sophisticated, difficult to identify, and extremely conplicated
to disarm Explosive devices can be built in many shapes and
sizes, and be placed in various containers, such as a briefcase,
wrapped parcel, box, or even a filled paper bag. Therefore, any
unusual objects or common objects in |ocations where they
normal Iy would not be found nust be considered suspect-and shoul d
not be touched or noved.

3. Responsibilities

a. Command. In all instances of a reported bonb threat, the
Command Duty Officer will take inmediate control of the situation .
and shall neke all decisions relating-to this threat, (i, e.,
partial or full evacuation, credibility of the threat, etc )

(1) The Command Duty Oficer will notify NCIS, and
establish a conmand post at a sufficient distance fromthe scene
of a bonb threat so as to preclude any chance of personal injury,
and from this command post, direct all operations until relieved
. by the Commander or his designated representative.
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.n Department/Tenant Act ivitv. Each Department/Tenant
Activity OFficer-in-Charge shall be responsible for establishing

departmental procedures to be affected upon notification of a .
bonb threat/incident. These procedures shall include training
and i nstruction of departnent personnel on the actions to be
taken upon receipt of a bonb threat, establishment of primary and
alternate evacuation routes, designation of search and evacuation
team nenbers and their duties; and the establishnent and
activation of a signal systemto warn other departnent/tenant
activity personnel that a bonb threat has been received.

4 . . .
“Tl) Encl osure ¢1) provides each activity wth a Bonb
Threat Condition Check-Of List to be used for the establishment
of procedures. Enclosure (2) provides a Bonb Threat Call Check-
off List to be used by personnel who received a bonb threat call.
NNMC Security Personnel will provide training to any activity on
a bonb threat situation when requested by the activity.

4. Procedures

a. pll Activities. In preparation for the eventuality of a
t el ephone bonb threat, all personnel who handle incomng phone
calls shall be brief ed on the information that should be noted in
.theeventthey receive 'a tel ephone bonb threat. In addition, a
copy of the Bomb Threat Call Check-Of List, enclosure (2),
should be placed in close proximty of every telephone |ocated
with an activity/departnent.

k. .Receivinag Activitv. Upon request of a bonb threat call,
the person receiving the call should begin recording, word for

-word, exactly what the caller is saying. Al so, any background
noi ses and a description of the caller's voice shoul d be noted.
The "signal", preferably a large red card, should be waved about
inthe air letting all others present know that a bonb threat
call has been received, so that they may notify the proper

authority. Al persons seeing this "signal® shall inmmediately

desist with any other activity they are engaged in and assist the
person receiving the call. Al talking and loud noises wll be
di scontinued. The person receiving the call should stay calm be
.gourteous, hever interrupt the call, and try to keep the person
“"talking for as long as possible. |mediately after the caller
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hangs up, the person receiving the call is to notify NnMc Police
Qperations Division, extension 295-1246/7, or the energency |ine

777, and the Command Duty O ficer, extension 295-4611.

Af t er

informng the activity supervisor of the call and any actions
taken, the person receiving the call is to report directly to the
first police unit arriving at the scene.. Here, all information

wi |l be passed on for further di ssem nation.

C. Police Operations Division. Inmediately upon receipt of
a report froman activity that a bonb threat has been received,
the Public safety di spatcher W || dispatchtwo(2)or nore police
units t& the area inmstxucting themto establish road bl ocks at a

distance of no less than 150 yards away from the scene,

and to

direct traffic away from the scene. Responding police personnel
Wi ll beinstructed not to use radio equipnent within 150 yards of

the perimeter. Follow ng dispatching units to the scene,

dispatcher will then notify the follow ng personnel:
(1) Head, Police QOperations D vision
(2) Head, public Safety Departnent
(3) Fire Departnent (Place them on stand-hby)

(4) Emergency Room (Pl ace them on stand- by)

(5) Facilities Management (Place them on stand-by)

(6) Naval Criminal Investlgatlve Servi ce.

the -

-The Public Safety Departnment dispatcher will inform the person

who is reporting the bonb threat that all electrical or

monitoring equipnent that is onis to be left on; all electrical

or rmnitoring equi pment -that is off is to be 1eft off.

Thi s

action is necessary to preclude the POSSI bI e triggering of a

detonation devi ce. "

5 Control of the Operation. The Command Duty Officer

shall be given conplete authority and responsibility for

(CDO

al |

matters relating to the bonb threat. An on scene command post
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shal | be established at a safe distance (no |ess that150 yards)
fromthe scene and manned by the follow ng personnel:

a. Command Duty Officer
b. Head, Police Qperations Division
c. Head, Public Safety Departnent

d. . Activity/Departnent  Supervisor

4

o 4 R L)
- e. %ublic AffaTrs-Officer

A reporting system by the Head, Public Safety Department will be
placed in effect ensuring that all information relating to the

incident is pronptly relayed to command post personnel. The
command Duty O ficer will evaluate the credibility and
seriousness of the threat.

6. JThreat Evaluation. \Wen evaluating a bombthreat., the
command Duty O ficer should consider the follow ng factors:

a. The content and specificity of the threat.

b  The degree of security and accessibility maintained by
the activity.

c. \Wether imediate evacuation& || expose activity
personnel to greater danger.

d. The nunber of people thatnmust be evacuated:

e. Wether the caller is merely attenpting to disrupt normal
work routine or is genuinely aware of a bonb and is attenpting to
warn the activity in order to mnimze potential injuries.

7. Course Of Action. Once the credibility of the bonb threat
has been determned, the follow ng courses of action are open to
the Conmand Duty Oficer.
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a. To do nothing at all.
b. Search wthout evacuating.
c. Partial evacuation and search.
d. Total evacuation and search.

8. Evacuation. Once the Conmand Duty O ficer has determ ned
that the, bomb4 threat is of a serious nature, NNMC Security, NCI'S,
Fire Department, Emérgency Room per sonnel have been contact ed,
and it has been determned that at |east a partial evacuation IS
necessary the followng steps should be taken to evacuate the
activity:

a. An evacuation signal should be given.

b. Activity personnel designated as nenbers of the
evacuation and search team should be utilized to assist in the
initial search and evacuation process. Mnbers of the evacuation
team shoul d guide activity personnel to the proper exit routes,
ensuring that this is done in an orderly manner so as to
.discourage pani c and guard against possible personnel injury.
© Menbers of the search team should conduct a brief visual search
of the threatened area and evacuation routes (usually fire
evacuation routes), to prevent taking.activity personnel through
potential bomb |ocation areas. Search and evacuation team
menbers may be further utilized to assist in the control of
access to the bonmb area once it has been cleared. Al| activity
-search and evacuation team nmenbers wll report directly to the
command post when relieved of evacuation, search, and access
control duties.

c. Prearranged evacuation routes should be followed.
_+ Established al ternate routes may be used to' nove personnel away
from any area the caller has noted as the bonb |ocation.

9. Search Procedures. The following factors nust be considered
when conducting asearch:
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a. If the search is made w thout evacuating activity
menbers, each area should have a menber of the search team
assigned to direct the search and naintain verbal Communication
with the command post. :

ho _Search team nenbers should be thoroughly famliar wth
“their areas and nust be rem nded-by departnent supervisors that
they are searchers and not bonb experts.

c, - The search should proceed from the outside to the inside,
t he bot;%m fhoor, to the tep floor, the nore public areas to the
| east public areas,- and fromthe floor to the ceiling unless
specific information 1S received asto the exact |ocation of the
bonb.

d At notine will electrical or nonitoring equipnent,
(i.e.1 radio, Tv, office machines, etc.), that isS_ON at the time
of the search, be turned _OFF, nor will such equipment that is
CFE, be turned QN Such action could activate the explosive
devi ce.

e. The search teans shall keep the command post informed of
all progress by verbal communication only.

10. Aation required if a suspected bonb is found. Should a
suspicious Object be sighted, extrene caution will be taken not
to touch or nove the object. The command post will be
inmediately notified by verbal conmunication and shall direct
police personnel to the scene to evaluate the object. |f the
object is of a suspicious nature the nearest Explosive Odinance
Di sposal (ECD) unit will be notified for inspection.” EOD has the
responsibility for deactivating and removing the bonb.  Should an
expl osion occur, no attenpt to tanper with the debris wll be
made except to renove the injured personnel.  #Evacuate the

remai ni ng personnel and secure the area until EOD and police can
t ake control. "

11. Safetv. The follow ng safety precautions will be strictly
adhered to at all times, by all personnel involved in a bonb
.threat situation:
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a. all radios will be secured prior to entering the 1so yard
perineter.

b. Nopersonnel will enter the perimeter area unless
specifically authorized by the Command Duty O ficer, (i.e. EoD,
Fire., Medical, Police, etc.)

c. No spark producing material will be taken in the .
perineter area unless directed by the CDO

g’ .NO static producing gear/equipment will be taken in the
perimeter area (i.e?, nylon' clothing, ropes, etc.), unless
directed by the CDO

e. All electrical/nonitoring equipnment within the area will
be left aps IS at all tines.

f£. At no time, wll anything be TOUCHED/MOVED by Searching
personnel.

g. If within a space and the phone rings, no attenpt will be
made to answer the phone, nor will any call be nade using a phone_
within the bonb threat area. -

h  all personnel in the area will use strict caution not to
t ouch' anyt hi ng.

| . No loud excessive talking or ricise Wil|l be made in the
search area.

j ALL PERSONNEL WLL TAKE EVERY BOMB THREAT - EXTREMELY
REMAIN EXTREMELY ALERT AT

12. Re-entry after the' evacuation. If the building or area has
‘been evacuated, no re-entry will be permtted until the entire

area has been searched and no devices were found or the EQOD unit
has removed any devices found. The decision to re-'enter wll be
made by the Conmand Duty Officer.
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13. After Action Report. A conplete and comprehensive report - of
the bomb threat incident will be conpleted by NNMc Police
(perations for reporting and use in reviewing the [ocal

activity's bonb threat plan.

14. Command reporting of the Bomb Threat. gvery bomb threat
w || be reported by the receiving command to Base Police, tel #

777 at NNMc, Bet hesda and other conmands as appropriate' utilizing
the OPREP reporting procedures. The Naval Criminal Investigative
servicewill facilitate cotinter-intelligence and investigative

assistarige . 4 .

-
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